MMOJIOKEHHUE
0 MOPs/IKe XpaHEeHU U 3aA1UUTHI EPCOHAIBHBIX JAHHBIX MOJb30BaTeel
HII IlImeneBa K.B.

1. TepmuHsbI 1 onpeeaeHus
CaiiT — COBOKYNHOCTb MPOrPaMMHBIX M allapaTHBIX cpeAcTB anst DBM, obecneunBarommx MyOauKaHo AIs
BceoOmIero 0603peHns HHGOPMAIMK U TaHHBIX, O0BEIMHCHHBIX OOIIMM IIEICBBIM Ha3HAYEHUEM, ITOCPEICTBOM
TEXHUYECKUX CPEJICTB, MPUMEHIEMBIX 1151 CBsI3U Mexky OBM B cetn MHTEpHET.
I[log Catitom B Cornamenun mnoHuMaercs CailT, pacHoJOXEHHBIH B ceTu HHTEpHET MO ajpecy:
http://www.nn.dostupokna.ru.
Ioan30BaTenb — noip30BaTens ceTn MHTEpHET 1, B yacTHOCTH, CaifTa, UMEIOMHA CBOIO JIMYHYIO CTPaHUILY
(npodunb/akkayHT).
®enepanbiblii 3akoH (D3) — Denepanbubiii 3akoH oT 27 urons 2006 1. Ne 152 @3 «O nepcoHalbHBIX
JAHHBIX.
IlepconanbHble TaHHbIe — M00as WHGOPMAITUS, OTHOCAIIAACS MPSIMO MIIM KOCBEHHO K OIPENeICHHOMY HIIH
ompeensseMoMy QU3NIECKOMY JHIY (CyOBEKTY NEPCOHAIBHBIX JaHHBIX).
Omneparop — opraHmu3anus, CaMOCTOSITENIbHO WJIH COBMECTHO C JAPYTMMH JHIIAMH OpTaHu3ylomias o0paboTKy
MEPCOHANFHBIX JAHHBIX, a TaKKe OMpPENeNsromas 1enad oO0paboTKH TEPCOHANBHBIX JAaHHBIX, TOIJICKAINX
00paboTke, neiicTBys (OMepalun), COBEpIIacMbIe ¢ IEPCOHAIILHBIMH JaHHBIMH.
Omneparopom sieisiercst U 1lImenera K.B., pacnonoxkenHoe mo aapecy: 603003, r. Hwxuuit HoBropon, yi.
Edpemosa, 1. 2, nomemenune 13.
O0padoTka nNepcOHANBHBIX [JaHHBIX — J00Oe JeHcTBHE (Omepanusi) WIA COBOKYIMHOCTb JEHCTBUIA
(omepanwii), coBeplIaeMbIX C HCIOJIb30BAHHUEM CpPEACTB aBTOMATHU3alMM WIH 0€3 HCHOIb30BAaHUS TaKUX
CPEIICTB C TIEPCOHAIBLHBIMU JaHHBIMH, BKJIIOYas cOOp, 3aIiCh, CHCTEMAaTH3aIMI0, HAKOIUICHHWE, XpaHEHHE,
yTouHeHne (OOHOBIEHWE, W3MEHEHHE), W3BIICUCHNEe, WCIONB30BaHUE, TIepenady (paclpocTpaHEHHE,
NpeJOoCTaBIeHNE, TOCTYI), 00e3InUrBaHie, OJI0KMPOBaHKE, YAaIeHUE, YHUUTOKEHHE TIEPCOHATIBHBIX TaHHBIX.
ABTOMATH3MPOBaHHAs 00Pa0dOTKA NEpPCOHAIbHBIX [JAHHBIX — 00pabOTKa MEepPCOHAIBHBIX JaHHBIX C
MTOMOIIIBIO CPE/ICTB BEIUNCIATEIHHON TEXHUKH.
PacnpocTpaneHue mnepcoHAJbLHBIX AAHHBIX — JICHCTBHE, HANpaBICHHOE Ha PACKPHITHE MEPCOHAIBHBIX
JAHHBIX OTPEeeIEHHOMY KpPYTY JIUII 10 TMPEABAPUTENLHOMY COTJIACHIO, B CIyYasiX, IPEAYCMOTPEHHBIX 3aKOHOM.
IIpenocTaBieHue mepcoOHANBHBIX JAHHBIX — JICHCTBHS, HANPABIICHHBIE HA PACKPBITHE MIEPCOHANBHBIX JaHHBIX
oTIpeieICHHOMY JIUITY HIIH OTIPeIeJICHHOMY KPYTY JIHII.
BiaokupoBaHue mepcoHANBLHBIX JaHHBIX — BPEMEHHOE TpeKpalieHne o0paboTKU MepcoHaNbHBIX JaHHbBIX (32
WCKJTIOYEHHEM CITyJaeB, €clIi 00paboTka HeoOX0oauMa /ISl YTOUHEHWsI IIEPCOHANBHBIX JaHHBIX ).
YHUUYTOKEHHEe MEPCOHAIBHBIX TAHHBIX — JICHCTBUs, B pPE3yNbTaTe KOTOPBIX CTAHOBHUTCS HEBO3MOXKHBIM
BOCCTAaHOBUTH COJIEPXKAHUE TIEPCOHAIBHBIX JaHHBIX B WH(QOPMAIMOHHOH CHCTEME IEPCOHAIBHBIX JaHHBIX
W/WIK B pe3yJbTaTe KOTOPHIX YHHUTOXKAIOTCS MaTepUaTbHbIE HOCUTEIN TTIEPCOHANBHBIX JIAHHBIX.
Obe3mnunBaHNe MEPCOHAIBHBIX TAHHBIX — JISHCTBUS, B PE3yJIbTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXKHEIM 0e3
UCTIOJIb30BaHMS JIOTIONTHUTENLHOW HMH(POPMALMU ONPEACTUTh MPHHAIICKHOCTh TEPCOHANBHBIX JAHHBIX K
KOHKPETHOMY CYOBEKTY EpCOHAIBHBIX JaHHBIX.
HNudopmannonnas cucrema nepcoHadbHbIX AaHHBIX (MCIIJH) — COBOKYNMHOCTh conepXaiuxcsi B 0azax
JIAHHBIX TIEPCOHANBHBIX JaHHBIX M O0ECHeuMBaONMX HX O00pabOTKy HWH(POPMAIMOHHBIX TEXHOIOTUNA WU
TEXHUYECKUX CPEJICTB.

2. O01He MoJIOKEHUA
2.1. TlonoxxeHre o TMOpSAAKE XPaHEHHS W 3aIIWTHI MEPCOHATBHBIX AaHHBIX llomp3oBareneit Caifta (mamee —
ITonoxxenne) pa3paboTaHO C TedBI0 COOMIOMEeHMsT TpeOoBaHMWI 3aKOHONATENhCTBA PdD, comepkanux
nepcoHanbHbIe NaHHbIe U uaeHTuuKkanuu [lonp3oBaTeneii, Haxoasmuxcs Ha Caiire.
2.2. llonmoxenne paszpaborano B coorBercTBUM ¢ Konctutymmeit P®, I'paxmanckum komekcom PO,
JIEHCTBYIONINM 3aKOHOAATENHCTBOM PD B 007acTH 3aIUTHI MEPCOHANBHBIX JAHHBIX.
2.3. [lonoxeHue ycTaHaBIMBAET MOPSAAOK 00pabOTKHM mepcoHanbHBIX AaHHBIX [lonp3oBareneit Caiita: geiicTBus
1o cOopy, CUCTEMaTU3all1, HAKOTUIEHUIO, XPaHEHHIO, YTOUHEHUIO (OOHOBJICHHUIO, M3MEHEHHIO), YHUUTOKEHHIO
MEPCOHATBHBIX TaHHBIX.
2.4. TlonoxeHue yCTaHABIMBaeT oOs3aTeNbHbIC sl COTpyMHMKOB Omeparopa, 3aJeHCTBOBAHHBIX B
oOcnyxuBanuu Caiita, obmme TpeOoBaHUs U NMpaBuiia 1Mo paboTe co BCeMU BUIaMU HOCHTENel MH(pOpManuy,
CoJIepKallMHU ITepcoHaNbHEIE nannbie [loms3oBareneit Caiita.



2.5. B IlonoxkeHHHn He paccMaTpUBAIOTCS BOIPOCHI OOecledeHUs] Oe30IaCHOCTH IIE€PCOHANBHBIX IAaHHBIX,
OTHECEHHBIX B YCTAaHOBJIICHHOM TOPSIIKE K CBEIECHUSM, COCTaBIISIIOIIMM TOCYIapCTBEHHYIO TailHy Poccuiickoit
®denepauuu.

2.6. LHensamu IloyoxkeHus SIBISIOTCS:

— obecrieueHre TPeOOBAHMIA 3aIMTHI IIpaB W CBOOO YelIOBEKa M TPakIaHWHA MPH 00pabOTKE MEpCOHATBHBIX
JaHHBIX, B TOM YHCJIE 3aLUTHI [IPaB HA HEIPUKOCHOBEHHOCTh YACTHOMN JKU3HU, JTUYHYIO U CEMEHHYIO TalHy;

— MCKITIOYEHUE HECAHKIIMOHUPOBAHHBIX NIEHCTBUII coTpyaHnKOB OmnepaTopa U J0OBIX TPEThUX JHI IO cOopy,
CHCTEMaTHU3alUH, HAaKOIUICHNIO, XPAaHEHUIO, YTOUHEHUIO (OOHOBIIEHUIO, M3MEHEHHIO) NEPCOHATIBHBIX JaHHBIX,
MHBIX (OPM HE3aKOHHOTO BMEILIATEIbCTBA B MH()OPMAIIMOHHBIE PECYPCHI U JIOKAJIBHYIO BBIYHUCIUTEIBHYIO CETh
Oneparopa, oOecreueHne IpaBOBOr0 1 HOPMATUBHOTO PEeXMMa KOH(PHUICHIIMATBHOCTH HEJAOKYMEHTHPOBAHHOM
nHpopmanuu [lons3oBateneii Caiita;

— 3aliMTa KOHCTUTYLHMOHHBIX @paB TpaXKAaH Ha JHMYHYI TallHy, KOH(QHUAECHIHMAIbHOCTh CBEICHHUH,
COCTaBIAIONIMX MEpPCOHAJIbHBIE JaHHbIE, W MPEAOTBPALICHHE BO3HMKHOBEHUS BO3MOXKHOW YIpo3bl
6e3onacuoctu [lonp3oBareneii Caiira.

2.7. IpuHIUIBET 00pabO0TKY IMePCOHABHBIX JaHHBIX:

— 00pa0oTKa IepcoHaNbHBIX AaHHBIX JOJDKHA OCYLIECTBIISITHCS HAa 3aKOHHOM U CIIPAaBEAJIMBON OCHOBE;

— 00paboTka TMEepCOHANBHBIX JaHHBIX JOJDKHA OrpPaHWYMBATHCA JIOCTH)KEHHEM KOHKPETHBIX, 3apaHee
OIpelleJIeHHBIX M 3aKOHHBIX nesneid. He momyckaercst oOpaboTka MEpCOHANBHBIX JaHHBIX, HECOBMECTHMAs C
LeJsIMU cOOpa epCOHANBHBIX JaHHBIX;

— He Jomyckaercs oObenuHeHue 0a3 JaHHBIX, COJCPXKAIIUX TEPCOHATbHbIE AaHHBIE, 00paboTKa KOTOPBIX
OCYIIECTBIISIETCS B LIENSIX, HECOBMECTHMBIX MEXTy c000ii;

— 00paboTKe MMOJIeKAT TOIBKO MEPCOHANBHBIC JaHHBIE, KOTOPBIE OTBEYAIOT LIEJSIM UX 00pabOTKH;

— cozepkaHue W 00beM 00pabaThIBaeMBIX IMEPCOHANBHBIX IaHHBIX JOJDKHBI COOTBETCTBOBATH 3asBICHHBIM
nensiM 00pabotku. OOpabaTbiBacMbIe IEPCOHANIBHBIC TAHHBIC HE JOJDKHBI OBITh U30BITOUHBIMU 110 OTHOIIICHUIO
K 3asIBIICHHBIM [EJIIM UX 00paboTKH;

— npu 00pabOTKe MEPCOHANBHBIX AAHHBIX JOJDKHBI OBITH 00ECII€YEeHBl TOYHOCTh MEPCOHANBHBIX AAHHBIX, MX
JOCTaTOYHOCTh, @ B HEOOXOJWMBIX CIIydasX M aKTyaJbHOCTb 1O OTHOIICHWIO K LEIIM 0O0paboTKH
MIEPCOHANBHBIX JJAHHBIX;

— XpaHEHHE MePCOHAIBHBIX JaHHBIX J0JDKHO OCYIIECTBISITHCS HE OJIBILE, YEM 3TOT0 TpeOyIoT 1eau 00padoTku
MIEPCOHANIBHBIX JaHHBIX, €CIM CPOK XPAHEHUs NMEePCOHANBHBIX JTaHHBIX He ycTaHoBieH denepaibHBIM 3aKOHOM,
JIOTOBOPOM, CTOPOHOU KOTOpOTO sABisieTcs [lonp30BaTenb;

— oOpabaTbiBaeMble NEPCOHANIBHBIE JaHHBIE MOAJEKAT YHHUTOXKEHUIO JTHO0 00€3MMIMBAHUIO 1O JOCTHKEHUU
neneil oOpaboOTKM WM B Cllyyae YTpaTbl HEOOXOOMMOCTH B JOCTIDKEHHM J3THX ILeJied, eclii WHOe He
npenycMoTpeHo deneparbHbIM 3aKOHOM.

2.8. YcnoBust 06pabOTKH MEPCOHANBHBIX JaHHBIX.

2.8.1. OO0pabotka mnepcoHanbHbIX aAaHHBIX Ilonp3oBateneit Calita oOcymiecTBisieTcss Ha OCHOBAaHUH
I'paxxnanckoro komekca PO, Koncrurymum P®, neiicTBytomero 3akoHomareiabcTBa PD B obmactu 3aIuThl
MEPCOHAIBHBIX TaHHBIX.

2.8.2. O6paboTKa nepcoHaNbHBIX AaHHBIX Ha CaiiTe OCyLIeCTBISIETCSl C COOIOAEHNEM MPUHIMIIOB M MIPaBHI,
npeaycMoTpeHHbIX [lonoxxeHueM u 3akoHogaTensCcTBOM PD.

O06paboTka NEPCOHATBHBIX JAHHBIX JOMYCKAETCS B CIAEIYIOMINX CIyYasix:

— 00paboTKa MepCOHAIBHBIX JAaHHBIX HEOOXOIuMa Ul MCIojb3oBaHus Caiita, CTOPOHON KOTOPOTO SIBISIETCS
Ionp30BaTens;

— 00paboTKa mepcoHaNbHbBIX JaHHBIX HEOOXOAMMA JUISI 3alIUTHI KU3HH, 310POBbS MIIM UHBIX )KU3HEHHO BAYKHBIX
untepecos [lonb3oBarens Caiita, €cau MOJyYEHUE COTIacksl HEBO3MOXKHO;

— 00paboTKa mNepCOHANBHBIX JAaHHBIX HEOOXOOMMa JJisl OCYIIECTBICHHMS NpaB M 3aKOHHBIX HMHTEPECOB
Omneparopa WIH TPETHHUX JIUI JIMOO ISl JOCTHKECHUSI OOIIECTBEHHO 3HAYMMBIX eIl MPH YCIOBHUHU, YTO MPH
9TOM HE HapyIIaroTcs mpaBa u cBobozs! [loms3oBareneit Caiirta;

— 00paboTKa MepCcOHANBHBIX JaHHBIX OCYIIECTBIISICTCS B CTATUCTUYECKUX WIIM MHBIX UCCIIEOBATENBCKUX LETISIX,
3a UCKIIIOYCHHUEM O00Pa0OTKHU MEPCOHANBHBIX JAHHBIX B IIEJISIX TPOJBIKEHHS TOBAPOB, PadOT, YCIYT Ha PHIHKE
MyTEM OCYIIECTBIICHHUS MPSAMBIX KOHTAKTOB C MOTEHIIMAIBHBIME NOTPEOUTENSIMHU C TIOMOIIBIO CPEACTB CBA3H, a
TaKXe B LEJSIX NOJIUTHIECKON aruTaluy, Ipy YCIOBHH 003aTeIbHOT0 00€3ITMYMBAHUS IEPCOHATILHBIX TaHHBIX.
2.9. Llenu 06pabOTKK EPCOHATBHBIX JaHHBIX.

2.9.1. ObpaboTKa mepcoHaNbHBIX AaHHBIX Ilojb3oBatencii CaitTa OCYIIECTBISIETCS MCKIFOUUTEIBHO B LEJSIX
npenoctapneHus [1oib30BaTento BO3MOXKHOCTH B3aMMOIeUCTBOBATh ¢ CallToM.



2.9.2. CaeneHusAMH, COCTABJISIONIMMH TIEpCOHANBHBIC JaHHBIe Ha CaiiTe, sBisIeTcs Mr00as WHGOpPMAIHS,
OTHOCSIIASACA K ONPEAETICHHOMY WJIHM OTpEeNsieMOMY Ha OCHOBAaHWHM TakoW MHPoOpMannu GU3NIECKOMY JUILY
(CyOBEKTY IEpCOHATBHBIX JTAaHHBIX).

2.10. McToyHrKY NOMyYeHHs NepCOHATBHBIX JaHHBIX [lonmb3oBareneii.

2.10.1. Hcrounmkom wuH(OpMamuu 000 BCEX TEPCOHANBHBIX MaHHBIX [lodb30BaTens  sABISIETCA
HernocpeacTBeHHO cam [lomp3oBarTenp.

2.10.2. Uctounnkom nHGOpMALKU O MEPCOHAIBHBIX AaHHBIX [lonb30BaTesst SBIAIOTCS CBEACHUS, TIOIyUYEHHbIE
BciencTeue npepocTasienus Omneparopom llonp3oBarento npaB mons3oBadust CaiiToM.

2.10.3. Ilepconambnuple manHHble I[lomp3oBaTenmeli  OTHOCATCS K  KOH(MHMIOCHIIHATHHOW  WHGOPMAINH
OTPaHUYEHHOTO JOCTYIA.

2.10.4. OGecreueHusi KOHQHUACHIUAILHOCTH MEPCOHAIBHBIX JaHHBIX HE TpeOyeTcs B clydyae UX
00e3TMINBaHNs, a TAK)KE B OTHOIIEHUH OOIIETOCTYITHBIX MTEPCOHATBHBIX TaHHBIX.

2.10.5. Omeparop He uUMeeT mpaBa coOupaTh W 00pabaThIBaTh MEPCOHAIBHBIC NaHHBIE [loab30oBaTens o ero
pacoBoli, HAalMOHANBHOW MPUHAMJIEKHOCTH, MOJUTUYECKUX B3TJSIAX, PEIMTHO3HBIX MU  (GUI0cOPCKUX
yOeXKICHHUAX, YaCTHOM JKHW3HHM, 32 HUCKIIOYEHHWEM CIlydaeB, TNPEAyCMOTPEHHBIX  JeHCTBYIOIINM
3aKOHOAATETHCTBOM.

2.10.6. Omeparop He MMeEET IpaBa IMOJIydaTh W 00padaThiBaTh MEPCOHANbHBIC NaHHBbIC [losb30BaTens o ero
YJIEHCTBE B OOIIECTBEHHBIX OOBEIMHEHUSIX WM €T0 MPO(COIO3HON NEATENhHOCTH, 32 UCKIIOYSHHEM CIyJacB,
npenrycMoTpeHHBIX DeepanbHBIM 3aKOHOM.

2.11. Cioco6b1 06pabOTKM MEPCOHATBHBIX AaHHbBIX.

2.11.1. Iepconansubie aanublie [Tonp3oBarteneit Caiita 0OpadaThIBAOTCS MCKIIOUYUTENBHO C MCIOIB30BaHUEM
CpEJICTB aBTOMATH3AIIH.

2.12. IIpaBa cyonekToB (IToap30BaTerneii) mepcoHaIbHBIX JTaHHBIX.

2.12.1. TNonp3oBaTens UMEET MPaBO Ha MONydeHHE cBeAeHUi 00 Omeparope, 0 MecTe ero HaxXOXACHHs, O
Hammunn y Oreparopa NEepCOHANBHBIX JAaHHBIX, OTHOCSIIUXCS K KOHKPETHOMY CYOBEKTY II€PCOHATBHBIX
nmauHbX ([lomp3oBaTento), a Takke Ha O3HAKOMIICHHE C TAKUMHU NMEPCOHAIBHBIMU JaHHBIMH, 38 HCKIIIOUYEHHEM
CIIy4aeB, IPEeIyCMOTPEHHBIX YacThio 8 cTaTthu 14 deaepanbHOro 3akoHa «O MepCOHATBHBIX TAHHBIX.

2.12.2. Tlonp3oBarenb UMEET MpaBo Ha moiydenue oT OnepaTopa Mpu JIMYHOM OOpalleHUN K HEMY JIMOO MpH
nonmydeHnr OmnepaTopoM HHUCBMEHHOTO 3ampoca oT Ilomp3oBarens criemyromieil nHbOpMAIUK, Kacarolencs
00pabOTKU €ro MePCOHAIBHBIX JaHHBIX, B TOM YHUCIIE COJICpKAIICH:

— OATBEpIKACHUE (hakTa 00paOOTKU NEPCOHATBHBIX JaHHBIX OIepaTopoM, a TaKkKe Ie)Ib TaKoi 00padoTKH;

— IIpaBOBBIE OCHOBAHUS | LIeH 00pabOTKHU IMePCOHANBHBIX JaHHBIX;

— 11enu ¥ npuMensieMble OrepaTopoM croco0bl 00padOTKH MEPCOHANBHBIX JTaHHBIX;

— HaWMEHOBaHHME M MecTo HaxoxjeHus Ormeparopa, CBeleHHs O JNHnax (3a HCKIIOYEHHEM pPaOOTHHUKOB
omepaTopa), KOTOpble HMEIOT JIOCTYyNl K MEepPCOHAJbHBIM JAaHHBIM HIH KOTOPHIM MOTYT OBITh PacKPBITHI
MepCcoHANIbHBIE JaHHBIE HA OCHOBaHHH J0ToBOpa ¢ OmepatopoM mim Ha ocHoBaHUHM DeepaibHOTO 3aK0HA;

— oOpabaTbIBacMble MEPCOHATBHBIC JaHHBIE, OTHOCSIMECS K COOTBETCTBYIOLIEMY CYOBEKTY IMEPCOHATBHBIX
JaHHBIX, UCTOYHUK HX IMOJTY4YCHUA, CCJIU WHOU MOpAAOK IMPEAOCTABJICHHUA TAaKUX AJAaHHBIX HE MPEIAYyCMOTPCH
DeepallbHBIM 3aKOHOM;

— CpOKH 00pa0OTKH MEPCOHANILHBIX JIAHHBIX, B TOM YHCJIE CPOKH MX XPAHCHUS;

— TIOPSAAOK OCYIIECTBIIEHHS] CYOBEKTOM TNepCOHAJIBHBIX JAHHBIX TpaB, MHpeaycMoTpeHHbIX denepanbHbIM
3aKOHOM;

— uH(pOpMaIHO 00 OCYIIECTBICHHOHN HITH O TIPEAIoIaraeMoi TpaHCTPAaHHYHOW Tiepeiade TaHHBIX;

— HauMCHOBaHME WK (HaMHIIMIO, MMS, OTYECTBO H aJIpec JIUIa, OCYIIECTBISIONIET0 00paboTKy MmepcoHaIbHbBIX
JaHHBIX 10 nopy4enuto Oneparopa, eciin 00paboTka opydeHa win OyeT mopyyeHa TaKoMy JIUILY;

— MHBIE CBelIeHHS, IpeaycMoTpeHHbie DenepanbHbIM 3aKOHOM HITH JPYTUMH (eiepabHbIMH 3aKOHAMUY;

— TpeboBaTh U3MEHEHHS, yTOUHEHUS], YHHUTOKeH!Us MH(popMannu o camoM cebe;

— 00kanoBaTh HEMPaBOMEPHBIE JAeMCTBUA UK Oe3/ieiicTBre o0 00padoTKe MepCOHANBHBIX JAaHHBIX M TPEOOBaTh
COOTBETCTBYIOIIECH KOMIICHCALIH B CY/E;

— Ha JOIIOJIHCHUE TNEPCOHAJIBHBIX AOAaHHBIX OIEHOYHOT'O XapakKTepa 3aidBJICHUEM, BbIpaXKarolluM €ro
COOCTBEHHYIO TOUKY 3pEHUSI,

— ONPEAETATH NPEeACTaBUTENEH 1715l 3alUThHI CBOUX MEPCOHAIBHBIX JaHHBIX;

— TpeboBatk oT Oneparopa yBeJOMIICHHS! 000 BCEX MPOU3BEACHHBIX B HUX W3MEHEHUSIX MJIM UCKIIIOYCHHUSX U3
HHX.

2.12.3. Tlomp30BaTens MMEET MPaBO O0KAJIOBaTh B YIOJHOMOYEHHOM OpraHe MO 3alluTe MpaB CyOHEKTOB
NEPCOHANBHBIX JaHHBIX WM B CyeOHOM MopsiaKe AecTBua win Oe3neiictBue Omneparopa, eciid CUUTAET, YTO



HOCJICTHUH OCYIECTBIIIET 00pabOTKy €ro MepcoHaIbHBIX AAHHBIX ¢ HapylmeHueM TpeboBaHuii dexepanbHOrO
3aKoHa «O NepCOHAIBHBIX JaHHBIX» WM UHBIM 00pa3oM HapyllaeT ero npasa U CBOOOIbI.

2.12.4. Tlonb30BaTeNb NEPCOHATBHBIX JAHHBIX MMEET MPaBO Ha 3aIIUTY CBOMX MPaB U 3aKOHHBIX MHTEPECOB, B
TOM YHCJIe Ha BO3MEIIeHNE YOBITKOB 1 (MIJIM) KOMIIGHCALIMIO MOPAJIbHOTO Bpeaa B CyZAeOHOM MOPSIKE.

2.13. O6sBanHOoCcTH OrmepaTopa.

2.13.1. o dakty nuaHOTO OOpameHus: MO0 MPH IMOIYIEHUH MICEMEHHOTO 3aIllpoca CyOheKTa IMepCOHATBHBIX
JaHHBIX WU ero mpeacraButens OmnepaTop, NpU HAJMYUM OCHOBaHMM, 00s3aH B TeueHue 30 AHEH c JaThl
oOparieHus 100 MoIydeHHs 3arpoca cyObeKTa EPCOHANBHBIX JAHHBIX WM €r0 NMPEICTaBUTENs IPEA0CTaBUTh
cBeeHus B 00beMe, ycTaHOBIeHHOM DenepanbHbIM 3aKOHOM. Takue CBeJeHMS NOJDKHBI OBITh MIPEIOCTABIICHBI
CyObeKTy MepcoOHaJbHBIX JaHHBIX B JOCTYHHOH (opme, U B HUX HE JOJDKHBI COJEPIKATHCS IEPCOHATbHBIC
JaHHbIE, OTHOCSIIHUECS K APYTUM CyObEeKTaM MepCOHAIbHBIX AaHHBIX, 33 HCKIIOYEHUEM CIIy4aeB, €CIId MMEIOTCS
3aKOHHBIC OCHOBAHMUS AJISI PACKPBITUS TAKUX NEPCOHAIBHBIX JAHHBIX.

2.13.2. Bce oOpamieHusi CyObEKTOB MEPCOHAIBHBIX JAAaHHBIX HIM WX TPEICTaBUTENCH pPErucTpupyroTcs B
XKypnane ydera oOpameHuii TpakgaH (CyObEKTOB NEpPCOHANBHBIX JAaHHBIX) IO BOHpocaM 00pabOTKU
NEPCOHAIBHBIX JAHHBIX.

2.13.3. B cnyuyae oTKa3a B MPEJOCTaBICHUN CYOBEKTy NMEPCOHAIBHBIX JAHHBIX M €r0 MPEACTABUTENIO TPU
oOpamieHun OO TpPHU TONYYCHUH 3ampoca cyObeKTa TMEepCOHAJIbHBIX MAHHBIX HIH €ro MpPEeACTaBUTENS
MHQOpPMaLMK O HAJMYUU MEPCOHAIBHBIX JAHHBIX O COOTBETCTBYIOLIEM CYyOBEKTE MEPCOHANbHBIX AaHHBIX
Omneparop 00s3aH aTh B MTUCHbMEHHON (hopMe MOTHBHPOBAHHBIA OTBET, COAEPIKAIINMA CCHUIKY Ha TOJOXCHHE
yactu 8 crtatbu 14 denepanbHoro 3akoHa «O MEPCOHATBHBIX JAHHBIX» WM WHOTO (helepalibHOTO 3aKOHa,
SBJISIFOIIIEECS] OCHOBAHMEM [T TAKOT'O OTKa3a, B CPOK, He NpeBbimaromuii 30 gHel co m1Hs oOpameHus cyobekTa
NEPCOHANBHBIX JAHHBIX WM €ro MPeICTaBUTeNs, JIMOO ¢ AaThl MOJIYyYEHHS 3ampoca CyObeKTa MepCOHANIBHBIX
JTAHHBIX UJIM €r0 MPEJCTaBUTENS.

2.13.4. B ciryyae monmy4eHus 3apoca OT YIOJHOMOUYSHHOTO OpraHa Io 3alIuTe MpaB cyOBbeKTOB MePCOHAIBHBIX
JaHHBIX O MpPEIOCTaBICHUM WHGPOPMALUHU, HEOOXOAMMOW AJsl OCYLIECTBIICHUS NESITEIBHOCTH YKA3aHHOTO
oprana, Omeparop 00s3aH COOOIUTH TaKyl WHMOOPMAIUIO B YIIOJHOMOYCHHEIN opraH B Teuenue 30 mHElH c
JIaThl TIOJTY4YEeHMsI TAKOTO 3ampoca.

2.13.5. B ciyyac BBISBICHHSI HENMPAaBOMEPHOH 0OpabOTKM MEPCOHAIBHBIX JAHHBIX MPU OOpaIleHUH WIH MO
3a1pocy cyObeKTa NepCOHANBHBIX JaHHBIX WM €T0 NMPEACTaBUTENS JIMOO YIIOJTHOMOYEHHOIO OpraHa 10 3aIliuTe
npaB CyOBEKTOB MEPCOHANBHBIX JaHHBIX Ormeparop 00s3aH OCYIIECTBUTH OJOKMPOBAaHHE HEMPABOMEPHO
00pabaThiBaeMbIX TIEPCOHAIBHBIX JIAHHBIX, OTHOCSIINXCA K 3ITOMY CYOBEKTy IepCOHANBHBIX JAHHBIX, C
MOMEHTA TaKOTr0 0OpalleHHs WU MOJIyYeHUs1 YKa3aHHOTO 3apoca Ha IEPHO IPOBEPKHU.

2.13.6. B cnyyae BBIABIEHHS HEMPAaBOMEPHOW OOpaOOTKH TEPCOHANBHBIX JaHHBIX, OCYIIECTBIIEMON
OneparopoM, TOCICIHUI B CPOK, HE MPEBBIIAOIINN TPeX pabouMX THEH C JaThl STOTO BBISBICHHUS, 00s3aH
NPEKPaTUTh HENPaBOMEPHYIO 00pabOTKY NMEepCOHANBHBIX AaHHBIX. OO0 yCTpaHEHHWH AOMYIICHHBIX HapyLICHUH
Omneparop 00s3aH yBEJOMHUTH CyOBEKTa MEPCOHANBHBIX JAHHBIX WM €r0 IPEACTaBUTENSA, a B CIIyyae €CiH
oOparmieHue cyObeKTa NepcoHalbHBIX JJAHHBIX WK €r0 MPEAICTaBUTENs 00 3ampoc YIOJIHOMOYEHHOTO OpraHa
M0 3alIKTe NpaB CyObEKTOB MEPCOHATBHBIX JaHHBIX OBIIM HAMPAaBJICHBI YIIOJIHOMOUYEHHBIM OPraHOM TI0 3allIuTe
npaB CyObEKTOB NEPCOHAIBHBIX JAHHBIX, TAK)KE YKa3aHHBIN OpraH.

2.13.7. B cny4yae AocTmkeHUs e oOpabOTKM TeEepCOHANBHBIX JaHHBIX OrepaTop 00s3aH NPEKPaTUThH
00paboTKy TNEPCOHATBHBIX JaHHBIX M YHHUUYTOXKUTH NEPCOHAIbHBIE NaHHBIE B CPOK, HE MpeBblmatomuii 30
pabounx QHEW ¢ AaThl JOCTIKEHHS LIeIH 0O0paOOTKM MEPCOHANBHBIX JAaHHBIX, €CJIM MHOE HE NPerLyCMOTPEHO
JIOTOBOPOM, CTOPOHOH KOTOPOTO SIBJISETCS CyObEKT EPCOHATIBHBIX aHHbIX.

2.13.8. 3anpemaercs TpUHATHE HAa OCHOBAaHWM HCKIIOYMTENHHO AaBTOMATH3MPOBAaHHONH 0OpadOTKH
NEPCOHANBHBIX JAaHHBIX PELICHWH, MOPOXIAOMINX IOPUANYECKHE IIOCICACTBHS B OTHOLICHHU CyOBEeKTa
NEPCOHANBHBIX JAaHHBIX WM UHBIM 00pa30M 3aTparuBaroOllUX ero MpaBa U 3aKOHHBIE HHTEPECHI.

2.14. PexxuM KOHPUACHIIMATEHOCTH MTEPCOHATBHBIX TaHHBIX.

2.14.1. Omneparop obecrneunBaeT KOH(UIACHIMAIBHOCTh U 0O€30MACHOCTh MEPCOHAIBHBIX JAHHBIX IPU HX
00paboTKe B COOTBETCTBUH C TPEOOBAHUSIMH 3aKOHOAATENbCTBA PD.

2.14.2. OnepaTtop He pacKpbIBaeT TPETHUM JIUIIAM M HE PACIpPOCTPaHSET MePCOHAIBHBIE JTAHHBIE 0€3 COTNacHs
Ha 3TO CyOBeKTa MepCOHATBHBIX JAHHBIX, ECIIM HHOE HE MpenycMoTpeHo DeepanbHbIM 3aKOHOM.

2.14.3. B cOOTBETCTBUM C TEpeYHEM MEPCOHAIBHBIX JaHHBIX, 00padaThiBaeMbIX Ha calTe, MEepCOHAJIbHBIE
nauHble [lonp3oBareneii Caiita SBISIOTCS KOHOUACHINAIBHON HHDOpMaIuei.

2.14.4. Jluna, OCYLIECTBIIAIONIME OOpaOOTKY MEPCOHANBHBIX JaHHBIX, 00S3aHbl COOJIOAAaTh TPeOOBaHUS
periiaMeHTUpYyIoIuX JokyMeHToB Omeparopa B YacTh oOecrieueHHss KOHQHICHIMAILHOCTH U 0e30IacHOCTH
NEPCOHAIBHBIX JAHHBIX.



3. O6paboTKa MepCOHATLHBIX JAHHBIX
3.1. IlepedeHb 06pabaThIBACMBIX IEPCOHABHBIX MaHHBIX [lob30BaTeNeH:
— pammnus,
— ums,
— OTYECTBO;
— 10T,
— J1aTa poXKJIEHUS,
— IOJDKHOCTB;
— KOMIIaHHS;
— oTpacib;
— PETHOH,;
— HOMep TeedoHa;
— 3JIEKTPOHHAs MOYTA.
3.2. JIuna, uMerommuye mpaBo A0CTyIa K IEPCOHATIBHBIM TaHHBIM.
3.2.1. IlpaBom [mocTyma K TIEPCOHAIBHBIM JaHHBIM CyOBEKTOB 0OJamaloT JHIA, HaJeIeHHBIC
COOTBETCTBYIOLIUMH ITOJITHOMOYHSIMHA B COOTBETCTBHU CO CBOMMH CITYKEOHBIMH 00S3aHHOCTSIMH.
3.2.2. IlepedeHs null, UMEIONTUX TOCTYII K IEPCOHATBLHBIM JTaHHBIM, YTBEepxKAaeTcs camum Omeparopa.
3.3. IlopsimoK ¥ CpOKU XpaHEHUs IEPCOHANBHBIX JaHHBIX Ha CaiTe.
3.3.1. OnepaTop OCyIIECTBISAET TOJBKO XpaHEHHE MEPCOHANBHBIX AaHHbIX [lonb30Bareneit Ha Caiite.
3.3.2. Cpoxu xpaHeHus TNepcoHaIbHBIX HaHHBIX [lomp3oBaTeneit Ha CaiiTe oONpeAeneHbl YCIOBUSIMHU
[Tonp30BaTENBCKOTO COTJIANICHUS, BBOASTCS B JEWCTBHE ¢ MOMEHTa NpuHATHS (akuenTa) [lonp3oBaTenem
JaHHOrO cornameHus Ha CaliTe U AEUCTBYIOT A0 TeX Mop, noka Ilomb30BaTens HE 3asBUT O CBOEM JKEIaHWUH
yAaJUTh CBOM IepCOHabHbIe TaHHbIe ¢ Caifra.
3.3.3. B cmyuae ygmaneHus naHHbIX ¢ CaiiTa Mo MHUIMATHBE OAHOM M3 CTOPOH, @ MMEHHO INPEKpaLeHHS
ucnonp3oBanus Caiita, mepcoHaidbHbIe naHHbIe [lomp30oBaTens xpansaTes B 0a3zax gaHHBIX OmniepaTopa IsITh JeT B
COOTBETCTBHH C 3aKOHOJATENLCTBOM PO.
3.3.4. [lo ucreueHnH BBILIEYKAa3aHHOTO CPOKA XpAaHEHUS MEPCOHAIBHBIX JaHHBIX [lonbp30Barens nepcoHaqbHbIE
nauuHble [lonp3oBarens yaansioTcs aBTOMaTHUECKH 33JaHHBIM aJlTOPUTMOM, KOTOpBIN 3a7aeT Oneparop.
3.3.5. OnepatopoM He BefeTcs 00paboTKa MEPCOHANBHBIX JAaHHBIX [lomp3oBaTeneil Ha OyMaKHBIX HOCHUTEISIX
WHPOPMAITUH.
3.4. briiokupoBaHue MEPCOHANBHBIX JaHHBIX.
3.4.1. Tlog OiOKMpOBaHHMEM NEPCOHAIBHBIX IAHHBIX IMOHMMAETCS BPEMEHHOE MNpekpaiieHue OnepaTopom
omepanuii 1Mo wux oOpaboTrke 1Mo TpeOoBaHuio llomb3oBaTens TpH BEHISBICHUM WM HEJOCTOBEPHOCTH
00pabaThiBaeMbIX CBEJICHUI WIIM HEMPaBOMEPHBIX, 10 MHEHHUIO CYOBEKTa MEPCOHANBHBIX JaHHBIX, ICHCTBHH B
OTHOIIICHUH €T0 JJAHHBIX.
3.4.2. Omneparop He mepedaeT INEpPCOHANbHBIE [aHHBIE TPETHUM JHMLAM M HE Iopy4yaeT oOpaboTKy
MEPCOHANIBHBIX JTAHHBIX CTOPOHHUM JIHMIIaM M opraHuzauusaM. Ilepconansuble nanHble [lonb3oBateneii Caiira
00pabaThIBalOT TONBKO cOTpyaHuku OrmnepaTopa (aAMUHHCTPATOpPbl 0a3 JaHHBIX W T. [.), JOMYIICHHBIC
YCTaHOBJICHHBIM TTOPSIKOM K 00paboTKe NepcoHaIbHBIX JaHHBIX [lomp30BaTernei.
3.4.3. biokupoBaHuE NEPCOHATBHBIX MaHHBIX Ha CaifTe OCyIEeCTBISCTCS HAa OCHOBAHWM IHCHMEHHOTO
3asIBJICHUS OT CyObEKTa IEPCOHABHBIX JaHHbIX.
3.5. YHUUTOXXEHHE TEPCOHATIbHBIX JaHHBIX.
3.5.1. Ilog yHHYTOKEHHEM TTEPCOHANBHBIX JAHHBIX TIOHUMAIOTCS IEUCTBUS, B PE3yIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXKHBIM BOCCTaHOBHTH COJIEp)KaHUE MEPCOHAIBHBIX JaHHbIX Ha CaiiTe /WM B pe3yibTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTepUaIbHbIE HOCUTEIH MIEPCOHATBHBIX TAaHHBIX.
3.5.2. CyOBeKkT mepcoHaJbHBIX JaHHBIX BIPaBe B IMCbMEHHOH (opMe TpeOoBaTh YHHUTOXKEHHUS CBOUX
NEPCOHANBHBIX JIAHHBIX B CIIydae, €Cli TepCOHANbHBIE JaHHBIC SIBISIFOTCS HEMOJIHBIMH, YCTapeBIIMMH,
HEJIOCTOBEPHBIMH, HE3aKOHHO TIOJYYEHHBIMH WM HE SBISIOTCS HEOOXOJVMBIMU JUIsS 3asiBICHHON IIeTH
00paboTKwu.
3.5.3. B cnyyae oTCyTCTBUSI BO3MOKHOCTH YHHUTOXXEHHS MEPCOHAIBHBIX NaHHBIX OmepaTop OCYIIECTBISET
OJIOKMPOBaHUE TAKUX TIEPCOHAIBHBIX JTaHHbBIX.
3.54. VYHUYTOXEHHE NEPCOHAIBHBIX MJAaHHBIX OCYLIECTBISIETCS IIyTeM CTUpaHus HHPOpManuu ¢
UCIIOJIb30BaHUEM CEPTH(UIMPOBAHHOIO MPOrPaMMHOI0 00ECTIEUEeHHUs C FapaHTUPOBAHHBIM YHUYTOXXEHHEM (B
COOTBETCTBHM C 33JaHHBIMH XapaKTEPUCTUKAM{ JJIsi YCTAaHOBJIEHHOTO MPOTPAMMHOTO OOecTeyeHus C
rapaHTUPOBAHHBIM YHUUTOXKECHHEM).



4. CucreMa 3alIUThHI IEPCOHANTBHBIX JAHHBIX
4.1. Mepsl 110 o0ecriedeHnI0 0€30MMaCHOCTH TIEPCOHATBHBIX TAHHBIX TIPH X 00paboTKe.
4.1.1. Omepatop mnpu 00pabOTKE NEPCOHAIBHBIX JAaHHBIX O0s3aH MPHHUMATh HEOOXOIMMEBIE IPABOBEIC,
OpraHHM3aIMOHHBIC U TEXHUYCCKUE MEPhI WM 00ECIICUNBATh UX MPUHATHE JIJIS 3alIUTHI IEPCOHATBHBIX JAHHBIX
OT HEMPaBOMEPHOTO WM CIy4aifHOTO JOCTynma K HHM, YHHYTOXKEHUS, W3MEHEHHUS, OJOKHUPOBAHHUA,
KOMTUPOBAHUS, TIPEAOCTABICHHUS, PACTIPOCTPAHEHNUS IEPCOHANBHBIX TaHHBIX, a TAKXKe OT MHBIX HEIIPaBOMEPHBIX
JICHCTBUIA B OTHOIIICHUH TIEPCOHAIBHBIX JaHHBIX.
4.1.2. Obecrieuenne 6€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX TOCTUTACTCS, B YJACTHOCTH:
— OIpejieNeHreM yrpo3 Oe30MacHOCTH IEePCOHANBHBIX JAHHBIX MpH WX 00paboTke B WHGPOPMAIMOHHBIX
CUCTEMaX TIEPCOHAIBHBIX JaHHBIX;
— NPUMCHEHHEM OPTraHU3aIMOHHBIX M TEXHUYECKMX MEp MO O00eCHeueHUI0 O0e30MacHOCTH MEPCOHATBHBIX
JMAHHBIX TP HX 00paboTke B WH(GOPMAIMOHHBIX CHCTEMaxX IEPCOHANBHBIX IaHHBIX, HEOOXOTUMBIX IS
BBITIOJTHCHUS TPEOOBAHUH K 3aIIIUTE IEPCOHATILHBIX JTAHHBIX;
— NPUMEHCHUEM TIPOIICIIINX B YCTAHOBICHHOM IOPSIKE MPOIEAYPY OLIEHKH COOTBETCTBUS CPEICTB 3alllUThI
nH()OpMAaITHH;
— OTeHKON 3P (hEeKTHBHOCTH NPHHUMACMBIX MEpP IO O0CSCIEeUCHUIO0 0e30MacHOCTH TEPCOHATBHBIX JAHHBIX 10
BBOJIa B AKCIUTyaTaIMi0 HH()OPMAITMOHHOMN CUCTEMBI IIEPCOHAIBHBIX JaHHBIX;
— Y4eTOM MAIIMHHBIX HOCUTEJIEH MePCOHAIBHBIX JTaHHBIX;
— oOHapykeHHEeM (paKTOB HECAHKIMOHUPOBAHHOTO JOCTYIA K IEPCOHAIBHBIM JaHHBIM U TIPUHSATHEM MeEp;
— BOCCTAHOBJICHMEM IIEPCOHAJIBHBIX JaHHBIX, MOAU(DHUIMPOBAHHBIX WJIM YHHYTOKCHHBIX BCIICICTBUE
HECaHKIMOHUPOBAHHOIO JOCTYIIA K HUM,;
— YCTaHOBJICHHEM IPABUII JOCTYTA K MEPCOHATBLHBIM JJAHHBIM, 00padaThiBaeéMbIM B HH(POPMAIIIOHHOW CHCTEME
MEPCOHAILHBIX JaHHBIX, & TakkKe OOECICUECHUEM pErucTpallii M y4deTa BCEX JICHCTBHIA, COBEpIIACMBIX C
MEPCOHAILHBIMU JAHHBIMH B HH(GOPMAITMOHHOM CUCTEME NIEPCOHATILHBIX TAHHBIX;
— KOHTpOJIEM 32 TIPUHAMAEMBIMU MEPaMHU MO0 00eCIeueHUI0 0e30MaCHOCTH MEePCOHANBHBIX NAaHHBIX M YPOBHA
3aIIUIIEHHOCTA UH(POPMAIIMOHHBIX CHCTEM ITePCOHAIBHBIX JTaHHBIX.
4.1.3. Insa ueneit [lonoxenuns moz yrpozamu 0€30MacHOCTH NMEPCOHANBHBIX JAHHBIX TTOHAMAETCS COBOKYITHOCTD
YCIOBUH M (PaKTOPOB, CO3AAIONIMX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHUCIIE CIyYalHOTO, AOCTYNa K
MEPCOHANLHBIM JTaHHBIM, PE3yJIbTATOM KOTOPOTO MOTYT CTaTh YHHUYTOXKEHHE, W3MEHEHHE, OIIOKMpOBAHHE,
KOITUPOBaHUE, MPEAOCTABIICHUE, PACIPOCTPAHCHHE MEPCOHAIBHBIX JAHHBIX, a TAKKEC HHBIC HEIPaBOMEPHBIC
JNEUCTBUS Tpu uX 00paboTke B WHGOPMAIMOHHOW CHUCTEME IEPCOHANBHBIX HaHHBIX. [lox ypoBHeM
3aMIUIICHHOCTA TePCOHAIBHBIX JaHHBIX IOHUMAeTCs KOMIUIEKCHBIA IIOKa3aTellb, XapaKTepU3YIOIIHA
TpeOOBaHMS, HWCIOJNHEHHE KOTOPBIX OOECIeYrBaeT HEUTpANM3alHI0 ONpeesieHHBIX YIrpo3 0e30macHOCTH
MEPCOHANILHBIX JIAHHBIX MPH UX 00pa0OTKE B MHGOPMAITHOHHOW CUCTEME MIEPCOHANIBHBIX JIAHHBIX.
4.2. 3ammmiaemMple CBEIEHUS O CYOBEKTE MEPCOHANBHBIX JTaHHBIX.
K 3amumaeMeiM cBeZieHHSAM O CyOBEKTE IMEePCOHANBHBIX AaHHBIX Ha CaiiTe OTHOCATCS JaHHBIE, TIO3BOJISIONINE
UACHTU(OUIUPOBATh CYOBEKT IEPCOHAIBHBIX JAHHBIX HW/WIM TIOJYYUTh O HEM JIOTIOJIHUTENBHBIC CBEICHMUS,
NpeyCMOTPEHHBIE 3aKOHOAATENLCTBOM 1 [1010KEeHHEM.
4.3. 3ammmaemMple OOBEKTHI IIEPCOHANBHBIX JaHHBIX.
4.3.1. K 3anumaemMbiM 00beKTaM IMEPCOHANBHBIX JaHHBIX Ha CaiiTe OTHOCSTCS:
— 00beKkThl WHGOpPMATH3AIMM M TEXHUYECKHE CPEACTBa aBTOMATHU3UPOBAaHHOW 00paboTku wuH(DOpMauHy,
coJleprKallieil epcoHaLHBIC TaHHEIE,
— nH(OpManIMOHHEIE pecypchl (0a3bl JaHHBIX, Qailyibl U Ap.), coAepxaniue nHpopMaIpo 00 HHPOPMAIIMOHHO-
TEJICKOMMYHHKAIIMOHHBIX CHCTEMaX, B KOTOPBIX IMPKYJIHUPYIOT TMEPCOHAIbHBIC JaHHBIE, O COOBITHSAX,
MIPOU3OIIE/IINX C YIPaBIIEMbIMH 00BEKTaMH, O TUTaHaX obOecriedeHus: OecnepeOorHOM paboTHl U TpoIleIypax
Mepexo/ia K YIPaBIICHUIO B aBAPUHHBIX PEKUMAX;
— KaHaJlbl CBS3M, KOTOPBIC MCIOJB3YIOTCS IS TEpeladyd MNePCOHAIbHBIX JAaHHBIX B BUJIC HH(POPMATHBHBIX
JNIEKTPUYECKUX CUTHAIOB ¥ (PU3MUECKUX IT0JICH;
— OTYY)KJaeMbIe HOCUTENN WH(POPMAIIUN Ha MATHUTHOM, MATHUTHO-ONITHYECKON U MHOH OCHOBE, IIPUMEHSIEMBIE
JUTS 00paOOTKH MEPCOHANBHBIX JTAHHBIX.
4.3.2. TexHonoruueckass uHpopMaius 00 HHOOPMAIMOHHBIX CHUCTEMaX M 3JIEMEHTaX CHCTEMbl 3aIlHUThI
MEPCOHANTLHBIX TAHHBIX, MTOIJICKAIIAS 3aIUTe, BKIIOYACT:
— CBEJICHUS O CHCTEME YNpaBIEeHHs JOCTYIIOM Ha OOBEKTHl MH()OPMATU3AIUH, HA KOTOPBIX OCYIIECTBISCTCS
00paboTKa MepCOHATBHBIX TAHHBIX;
— ynpasJjstornias uHGopManus (KOHUTIYypalMOHHbIe (aiibl, Ta0IHUIBI MapIIPyTH3ALUK, HACTPOUKH CHCTEMBI
3aLIUTHL U TIP.);



— TEXHOJOorn4eckas wWH(poOpMamust CpeACTB JOCTyma K CHCTEMaM YIpaBieHHS (ayTeHTU(HUKAIIMOHHAS
uHbOpMaIHs, KIIIOYH M aTpUOYThI JOCTYIIA U JIp.);

— XapaKTepUCTHKHM KaHAJIOB CBSI3M, KOTOPHIE HCIOJB3YIOTCS AJIA Mepefaddl NMEepCOHANBHBIX IAHHBIX B BUJC
MHQOPMATHUBHBIX JIEKTPUUECKUX CUTHATIOB M (PU3UYECKUX MOJICH;

— uHpopManusi O CpPEACTBAX 3allUThl [IE€PCOHANBHBIX NaHHBIX, UX COCTaBE M CTPYKType, MPHUHIUIAX U
TEXHUYECKUX PEILICHUX 3alUThI;

— cInykeOHbIe JaHHbIe (METadaHHbIe) MOSBISIIOIIUECS IPH PadoTe MPOrPaMMHOTO 0OecreueH s, COOOLICHUH 1
IIPOTOKOJIOB MEKCETEBOT0 B3aUMOACHCTBHSL, B pe3yIbTaTe 00pabOTKH IEPCOHAIBHBIX JAHHbIX.

4.4, TpeOoBaHUS K CHCTEME 3aIIUTHI IIEPCOHATBHBIX TAHHBIX.

CucremMa 3amuMTBl TEPCOHANBHBIX JAHHBIX JOJDKHA COOTBETCTBOBaTh TPEOOBAaHMSIM MOCTAHOBJICHHS
[TpaButensctBa PO ot 1 HOs1Ops 2012 r. Ne 1119 «O06 yrBepkaeHnn TpeOOBaHHMN K 3aIIUTE MEPCOHATBHBIX
JaHHBIX NIPU UX 00pabOTKe B MHPOPMAILIMOHHBIX CUCTEMAX NEPCOHATIBHBIX TaHHBIX).

4.4.1. CucteMa 3aIIUTHI IEPCOHATBHBIX TAHHBIX J0JDKHA 00€CIeUnBaTh:

— CBOEBpPEMEHHOE OOHapyXeHHE M MpPEJOTBpAalleHUEe HECAHKIMOHUPOBAHHOTO JOCTYNa K MEPCOHAIBHBIM
JaHHBIM U (WIN) [IepeAadyy X JIMIaM, He HMEIOLIUM IIpaBa A0CTyMa K Takoi nHpOpMaLuy;

— HEJONyLICHWE BO3JCHCTBUS HAa TEXHHUUYECKHE CPEICTBAa aBTOMATHU3MPOBAaHHOM 0OOpabOTKH IEPCOHAIBHBIX
JAHHBIX, B Pe3yJIbTaTe KOTOPOTO MOXKET OBITh HAPYIIEHO WX ()YHKIIMOHUPOBAHHE;

— BO3MOXXHOCTh HE3aMEAJIMTEIBHOIO BOCCTAHOBJICHHUS IE€PCOHAJBHBIX NAHHBIX, MOAW(MUIMPOBAHHBIX HWIN
YHUYTOXXEHHBIX BCJICACTBUE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;

— TMIOCTOSIHHBIM KOHTPOJIb 33 00eclieueHNeM YPOBHS 3alUILICHHOCTH TIePCOHAIbHBIX T1aHHBIX.

4.4.2. CpenctBa 3ammThl WHQOpPMAlMH, TNpPUMEHSEMble B WH(QOPMAIMOHHBIX CHCTEMAax, MJOJDKHBI B
YCTAHOBJICHHOM HOPSIIAKE MPOXOANTH MPOLEAYPY OLIEHKH COOTBETCTBUSL.

4.5. Metonbl ¥ criocoObI 3aUTHl HHQOpMaUK B HHPOPMALIMOHHBIX CUCTEMaX ITePCOHANIbHBIX TaHHbIX.

4.5.1. Metoapl u cnocoObl 3amuTel HHGOpMANUKU B MHGOPMALMOHHBIX CHUCTEMaX MEPCOHABHBIX JaHHBIX
Omneparopa 10KHBI COOTBETCTBOBATH TPEOOBAHUSIM:

— mpukaza OCTOK P® or 18 despams 2013 1. Ne 21 «O06 yrBepxkaeramn CocraBa ¥ COJEPIKaAHU
OpraHU3allMOHHBIX W TEXHUYECKHX MEp IO O0EcleueHHI0 0e30MacHOCTH NEePCOHANBHBIX NaHHBIX MpPU HX
00paboTKe B MH(OOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX);

— mnpukaza ®Cb Poccum ot 10 wmroms 2014 1. Ne 378 «O6 yrBepxkaenmn CocTaBa W COIEpIKaHUS
OpPraHU3allMOHHBIX W TEXHUYECKHX MEp IO O0ECleueHHI0 0e30MacHOCTH NEePCOHANBHBIX NaHHBIX MpPU HX
o0paboTke B UWHPOPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX JIAHHBIX C HCIIOJNB30BAHUEM  CPEJICTB
KpunrorpaduuecKoi 3amuTsl HHGOpMaLU, HEOOXOIMMBIX JJIs BHITOJIHEHHS yCTaHOBIEHHBIX [IpaBuTenILCTBOM
Poccmiickoit ®eneparuim  TpeOOBaHUIT K 3alUTe IEPCOHANBHBIX JAHHBIX IS KaXJAOTO W3 YpOBHEMH
3alMIICHHOCTH» (B ciydae ompexaeneHuss OmepatopoM HEOOXOIUMOCTH — HCIOJNB30BaHHUS — CPEJNCTB
Kpunrorpadpuueckon 3amunTsl HHGOopMaunu U1t o0ecriedeHus1 0€30MacCHOCTH EPCOHANBHBIX AAHHBIX ).

4.5.2. OcCHOBHBIMM METOaMH U crocobamMu 3amMThl HHpOpMamMu B WHPOPMALUOHHBIX CHCTEMax
NEePCOHANBHBIX JaHHBIX [lonmb3oBarenell SBISIOTCS METOJBl W CHOCOOBI 3amUThl  MHOOpMAIMK  OT
HECaHKIIMOHUPOBAHHOTO, B TOM YHCJI€ CIIy4aifHOTO, JOCTYIIA K MEPCOHAIBHBIM TAHHBIM, PE3YJIHTaTOM KOTOPOTO
MOXET CTaTh YHMYTOXXEHHE, M3MEHEHHE, OJIOKMpOBaHHE, KONHMPOBAHME, PACIHPOCTPAHEHHE IEePCOHAIBHBIX
JIAHHBIX, a TAK)KE WHBIX HECAHKI[MOHHUPOBAHHBIX JIEHCTBUH (Jlaniee — METOABI U CIIOCOOBI 3alIUThl HHYOpMAIIUU
ot HCHI).

4.5.3. BeiObop u peanmzanus METOJOB U CHOCO00B 3amuThl WHpopMaruu Ha CaliTe OCyIIecTBISETCS B
COOTBETCTBHM C PEKOMEHJIAMAMHU PEryysaTopoB B obnactu 3amutel nHpopmauun — PCTIK Poccun u ®Ch
Poccum, ¢ yuetom omnpeensiembix OnepaTopoM yrpo3 6e30MacHOCTH MEPCOHANBHBIX JIAHHBIX (MOJIEIH YTrpo3) U
B 3aBUCHMOCTH OT KJlacca HH(POPMAIHOHHOHN CUCTEMBI.

4.5.4. BoiOpaHHble W peasM30BaHHBIE METOJBI M CIOCOObI 3amuThl HHpopMmanuu Ha CaliTe JOIKHEI
o0ecreunBaTh HEUTPAIM3AIMIO TIPEANONAaraéMbIX yrpo3 Oe30MacHOCTH TEepPCOHANBHBIX JaHHBIX TNPU HX
obpaboTtke.

4.6. Mepsl 3amuThl HH(pOpMALKH, COCTABIAIOLICH IEPCOHATLHBIE JaHHBIE.

4.6.1. Mepsl o oxpane 0a3 JaHHBIX, COJEP)KAIIMX MEpPCOHAJbHBIE JAaHHBIE, MpHUHUMaeMble OmnepaTropom,
JIOJDKHBI BKJTFOUATh B ceOsi:

— OonpezeieHre epeyHst HHPOPMaIK, COCTABIISIONICH EpCOHANbHBIC TaHHBIE;

— OrpaHMYeHue J0CTyna K MH(pOpMaluu, coJepikaliell nepcoHaIbHbIe JaHHbIe, IIyTeM YCTaHOBICHHS TOPSIKA
obpareHus ¢ 3Toi nHGOpMaIMeH U KOHTPOJIS 3a COOII0IEHUEM TaKOTO TTOPSIKA.

4.6.2. Mepsl 110 0XpaHe KOHPHUISHIINATEHOCTH WHPOPMAIMH PU3HAIOTCS Pa3yMHO JIOCTATOYHBIMU, ECITH:

— MCKJTIOYAeTCsl AOCTYI K MEPCOHANBHBIM JIAHHBIM JIIOOBIX TpeThuX JuL Oe3 cornacus Oneparopa;



— ofecrieunBaeTCss BO3MOXHOCTH HCIOJIB30BaHHUS HWH(POPMAIIUK, COJEpXKallel MepCOHANbHBIC JaHHbIe, 0e3
HapyIIEHUs 3aKOHOJATENECTBA O IIEPCOHATBHBIX JAHHBIX;

— npu pabote c Ilonmp3oBaTeneM ycTaHaBIMBAaeTCs TakoW MOpsSAOK aeiicTBuii OmepaTopa, MpH KOTOPOM
o0ecrieurBaeTCsi COXpaHHOCTD CBEICHHIA, COAEpKaIMX NepcoHanbHble nanublie [lonp3oBaTens.

4.6.3. IlepconanmpHbIe JaHHBIE HE MOTYT OBITh HCIIONB30BAaHBI B MENAX, NMPOTHBOPEHAIINX TPEOOBAHHIM
®enepalbHOTO 3aKOHA, 3aIIUTHI OCHOB KOHCTHUTYIIMOHHOTO CTPOS, HPAaBCTBEHHOCTH, 3/0POBBS, TPaB H
3aKOHHBIX HHTEPECOB APYTHX JIHII, oOecrieueHus] 00OPOHBI CTpaHbl U 6€30IaCHOCTH FOCYapCTBa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce cotpymuuku OmnepaTtopa, OCYIIECTBIIIONNE 00padOTKy MEepCOHATBHBIX TaHHBIX, 00sI3aHBl XPAHUTH
TallHy O CBEJICHUSX, COJEPXKAIIMX NMEPCOHAJBHBIC JaHHBIC, B COOTBETCTBUM ¢ [lookeHueM, TpeOOBaHUSAMU
3aKoHoJaTenbcTBa PO.

4.7.2. Jluma, BUHOBHBIE B HapylIeHUH TpeOoBanuil [looskeHns, HECYT MPeryCMOTPEHHYIO 3aKOHOIATeTECTBOM
P® orBeTCTBEHHOCTSD.

4.7.3. OTBETCTBEHHOCTH 32 COOJIOJCHUE PEKUMa MEPCOHANBHBIX JaHHBIX MO0 OTHOLICHHIO K MEPCOHAIBLHBIM
JTAHHBIM, HAXOIAIMMCS B 6a3ax maHHbIX CaiiTa, HECYT OTBETCTBEHHEIE 32 00PaOOTKY MEePCOHAIBHBIX TaHHBIX.

5. 3aKITI0YUTENbHBIC TTOOKCHHUS
5.1. B cnyyae u3MmeHeHMs JOEHCTBYIHOLIEro 3akoHonareiabcTBa Pd, BHeceHUsT M3MEHEHUH B HOpPMATHUBHBIC
MOKYMEHTBI TI0 3alluTe TEePCOHANBHBIX MHaHHBIX Hacrosimee [lomoskeHuWe meicTByeT B YacTH, He
MIPOTUBOpEYalIeil JeiicTByIoIeMy 3aKOHOATEeIbCTBY A0 MPUBEIEHUS €0 B COOTBETCTBUE C TAKUMHU.
5.2. VYcnoBus Hactosamero IlomojkeHus yCTaHaBIMBAIOTCS, W3MEHAIOTCA M OTMeHsAoTca OmepaTopoM B
OTHOCTOPOHHEM TMopsaKe 0e3 mpeaaputTenbHoro yBempomienus [lompzoBatens. C MOMeHTa pa3MenieHus Ha
Caiire HoBOM penakiuu [lonokeHus NpeApIAyIas pelakius CUMTAETCS yTpaTUBIICH CBOIO cuily. B cimydae
CYLIECTBEHHOTO M3MeHeHus ycnoBuid Hactosero Cornamenust Onepatop ussemaer 06 3tom [lonp3oBareneit
myTeM pa3MenieHus Ha CaliTe COOTBETCTBYIOIIETO COOOMIEHSI.
5.3. Ecnu Ilonp30Barens HE COrlaceH C yCIOBUAMM HacTosmero IlonokeHus, TO OH JOJIKEH HEMEIJICHHO
yaanuTh cBod npodwib ¢ Calita, B IPOTHBHOM Cllydae NPOJOJDKEHHE HCIoiib3oBaHus [loibp3oBarenem Catita
o3HauaeT, yTo [lonp30BaTens coryaceH ¢ ycaoBusiMH HacTosulero [lonoxxenus.



